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How to Create a Virtual Machine in VMware ESXI

All the virtual machines are created on top of the VMware hypervisor. Therefore, first of all you
have to log into VMware ESXI through the link shared via the email. Go to email and click on
the link after ESXI. The browser may prompt “Your connection is not private”. Just ignore it and
proceed with ‘Advanced’ and then ‘proceed to link(probably the IP address)’. In the email, along
with that, there is another link for excel sheet. Open that excel sheet also.

NOTE : Please note that you can log into VMware only via the specific router provided by the
SLT or the router in the Digital Platform Office.

= https://220.247.224.227/ui/#/login = (VMware ESXi)

= http://220.247.224.226:5005/index.php —> (Pfsense)

To log into vmware, the username and password can be found in the excel sheet — configurations
GUISs page.

The interface of VMware will be as follows.

vmware ESXi~ 1001@220247224227 ~ | Hep~ | CRE
T3 Navigator [ 192.zte.com.cn
e (@ GetvCenter Server | % Create/Register VM | [f Shutdown (@5 Reboot | @ Refresh | ¥ Actions FREE- 205 OMz
APAC

Monitor = 192.zte.com.cn
Version

6.7.0 (Buil 9484:

T
FREE 7058
Virtual Machines Norm f Ser
350 CAPACIT
3 storage P4 N
= GE FREE B
€ Networking =
€0 2578 CAPACIT e
0 You are running HPE Customized Image ESXi 6.7.0 version 670.10.3.5 released on September 2018 and based on ESXi 6.7.0 Vmkernel Release Build 9484548
‘ ~ Hardware ~ Configuration
Manufacturer HPE Image profile HPE-ESXi-6.7.0-i50-Gendplus-670.10.3.5.6 (Hewlett Packard Enter
prise)
Model ProLiant DL360 Gen10
) = = vSphere HA state Not configured
» @ cpPu 24 CPUs x Intel(R) Xeon(R) Silver 4214 CPU @ 2 20GHz
» vMotion Not supported
W Memory 6367 GB
W Persistent Memory 08 ~ System Information
s BL virtuat flach 0 R1isod 0 R canacity Dateftime on host Monday. August 26. 2024. 08:13:06 UTC
7] Recent tasks
Task ~ | Target v Initiator v Queued v Started v Result a ~ Completed v
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https://220.247.224.227/ui/#/login
http://220.247.224.226:5005/index.php

In the VMware, go to virtual machines. It will list all the existing virtual machines in the
vmware.

vmware ESXi

f

(& GetvCenter Server | 1 Create/Register VM | [y Shutdown (@5 Reboot | (@ Refresh

Monitor 192.zte.com.cn
» Version 6.7.0 (Builg 9484548)
{41 Virtual Machines E State Normal (not connected to any vCenter Server)
Uptime: 350.05 days

E storage m
€ Networking =

o You are running HPE Customized Image ESXi 6.7.0 version 670.10.3.5 released on September

~ Hardware
Manufacturer HPE
Model ProLiant DL380 Gen10
» | cpu 24 CPUs x Intel{R) Xeon(R) Silver 4214 CPU @ 2 20GHz
W 1 temory 8367 GB
S bt A nnn An

List of all the VMs will be displayed as below. You may see there is a green color play button on
the most of the VM icons which implies those VMs are switched on and currently running.

1001@220 247 224.227 ~

CER Q Search

vmware ESXi

GIIR2 s com cn SV itin Narbinas
%) Create / Register VM = @ Refresh Q Search
0. Virtual machine a v Status v Used space v GuestOS ¥ Host name ~  HostCPU ~ | Host memory v
8 Vi achines 0., & DP-Co2-monitoring © Nomal 13068 CentOS 7 (64-b1) Unknown OMHz oM
U O.. @& opr-co3 © Nomal  60GB CentOS 7 (64-bit) Unknown 0MHz oMB
@ Networking B .. ) DP-CO4 - Rednat training server ©Nomal 1161168 CentOS 7 (64-bit) Unknown 26 GHz 525GB
O. & or-cos ©Nomal 581168 CentOS 7 (64-bit) Uniknown BMHz 13268
0., @ or-cos ©Nomal 10811 G8 CentOS 7 (64-bit) Unknown 284 MHz 33268
0., @ opcor ©Nomal 541168 CentS 7 (64-bi) Unknown 28 MHz 970 M8
0.! & DP-0S01-viciboxd © Nomal 100 GB SUSE openSUSE (64-bit) Unknown OMHz oms
o # OP.0S02-wicibox9 ° Normal 100 GB SUSE openSUSE (64-bit) Unknown 0 MHz oMB
Quick filters. v 25 items. s

————

DY UTASEA

v ﬁ Host
Manage

¥4 Create / Register VM

Monitor

(] Virtual machine a

O

# Virtual h‘ﬁchims 51 DP-CO02-monitonng

0. & or-co3
(J.. @ DP-C04 - Redhat training server
0., ® or-cos
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Then a new window will appear as below.

99 New virtual machine

< CETSEEXTI  Seloct creation type

4 Select a name and guest OS
5 Select storage

6 Customize settings

10 Ready to complete

How would you like to create a Virtual Machine?

Ecmammm

This option guides you through creating a new virtual
machine. You will be able to customize processors, memory,

Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to nstall a

guest operating system after creation
chnsler an existing virtual machine

‘

Back Next Fiish

Cancel |

While it is selecting the Create new virtual machine, click next.

{ 19 New virtual machine

¥ 1 Select creation type Select a name and guest OS
5 Select storage
6 Customize settings Name
10 Ready to complete [ |

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance

instaliation

Compatidilty ESXi 6.7 virtual machine
Guest OS family Select Guest OS Family

Guest OS version Select Guest OS Version

ks

| Back | Next Finish
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Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system

Cancel



Now you have to provide a name for the virtual machine you are going to create. Remember,
there is a naming convention for the virtual machines we create in these testing servers in digital
platform. Since we are in digital platform section and these VMs are managed by digital
platform, every VM name starts with ‘DP’. Then specify the OS type you are supposed to install
on it followed by the VM number. VM number is determined by the referring to the excel sheet
and search for the last VM created using the particular OS. For example, if you are creating a
windows VM, the name might be DP-W10, if the last windows VM in the excel sheet you see is
DP-WO009. For an ubuntu VM, DP-U07 or something like that. CentOS is DP-C02.

Please try to adhere to the naming convention. Otherwise, it’ll be hard for the auditing purposes.

If you are creating windows based VM, the settings will be as follows. For a ubuntu or CentOS
machine, the Guest OS family is Linux. For a windows server machine, select the Guest OS
version as Windows server 2016 or the latest version. It will not be a big trouble but a good
practice to stick with the latest version.

¥4 New virtual machine - DP-W09 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Select a name and guest OS

4 Select a name and guest OS Specify a unique name and OS

5 Select storage

6 Customize settings
10 Ready to complete

Name
DP-W09
Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance

Identifying the guest operating system here allows the wizard to provide the appropniate defaults for the operating system
installation

Compatibility ESXi 6.7 virtual machine v
Guest OS family Windows v
Guest OS version Microsoft Windows 10 (64-bit) v

O Enable Windows Virtualization Based Security (7]

Back Next Finist Cancel

4.
/7 s1vioBITEL

The Connection



Then click next and following window will appear. There’s nothing to do here. Click next.

91 New virtual machine - DP-W09 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Select storage
¥ 4 Selecta name and guest OS Select the storage type and datastore

4 5 Select storage
6 Customize settings =
Sta
10 Ready to complete

Select a datastore for the virtual machine’s configuration files and all of ts' virtual disks.

Name v Capacity v Free ~ Type ~ Thinpro... ¥ Access v
datastore1 4368 TB 17618 VMFS8 Supported Single

1items

| Back H—M: Fiush || Gancel |

941 New virtual machine - DP-W09 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Customize settings

¥ 4 Selecta name and guest OS Configure the virtual machine hardware and virtual machine additional options
V' 5 Select storage

84 6 Customize settings

10 Ready to complete I8 Add hard disk M Add network adapter & Add other device
» | cpu 2 v @
» 5% Memory 4006 MB v
» ) Hard disk 1 50 GB v
* £ SCS! Controller 0 LS| Logic SAS v
SATA Conlroler%
& USB controlier 1 USB 20 v
» M Network Adapter 1 test port group v Connect
» = CD/DVD Drive 1 Datastore ISO file v Connect
» 18 video Card Specify custom setlings v

Back Next Fmish Cancel |
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As you can see in the figure 00, change the settings as above. Set the No. of CPUs, amount of
RAM and Disk space as you needed. Select the Network Adapter to ‘test port group’ and the
CD/DVD Drive to ‘Datastore ISO file’. Make sure you have tik the Connect to ensure they are
properly connected. When you select the Datastore ISO file, a new window will appear. There
you have to select the ISO file according to the operating system you suppose to install. There
are some iso files already uploaded to the datastore. Go to OS folder. Then in the right-hand side,
all the available iso files will appear. Select the preferred iso file and click ok.

_
v Datastore browser

¥ Upload

# 0S [y

Redhat training server

Software

(] [dawastore1] OS

Click next. A summary of the configurations you made will appear. Review the summary and
click Finish.

Now the VM is created will all the resource allocation. It is time to install the operating system
and boot up the machine. The following steps vary depending on the operating system you are
going to install.
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Windows Server Machine.

Go to machine you just created and power on.

When the machine is power on, click the rectangle window that shows the preview of the
machine to view the machine.

Then it’1l ask you to press any key to boot from CD/DVD as typical windows installation
step.

& oP-wos

Press any key to boot from CD or DVD

Then you’ll see windows boot manager. Press Enter while selected Boot Normally.

Boot Hanager

rrrrrrrrrrrrrr



NOTE : Sometimes, although you pressed the keys (Enter or any other key, it will not work. In
that case click the window using mouse and then press Enter.)

n 7

v Windows Setup = NC]

==,Windows Server: 2016

Language to install q

QL EERE RN ISR LRI English (United States)

Keyboard or input method US

Enter your language and other preferences and click "Next” to continue

e Click next. Then click Install Now.

) ol Windows Setup
& |

Select the operating system you want to install
Operating system Architecture Date modified
Windows Server 2016 Standard - STD w04 .
Windows Server 2016 Standard - KMS

Description

KMS = Activated by KMS38

Next

e Select KMS version and click next.
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e Accept the license agreement and click next.

e Choose custom installation as below.

@ & Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue k

e The disk will appear. You have to create a new disk for windows to install.

@ ﬁ Windows Setup
Where do you want to install Windows?
Name Total size Free space  Type
— Drive 0 Unallocated Space 500 GB 500 GB
+9 Refresh f Delete & Format - New
€* Load driver :? Extend
[ Net |

e Click new and then apply to use entire disk as a single partition. Then click ok. Go to
next and windows will now install.

e  When windows installed and rebooted, enter a new administrative password and click
finish.
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Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

e Then the windows come to welcome screen, the default lock screen and ask you to enter
Ctrl + Alt + Delete. Give the command as follows.
¢ (o to the action button, and then Guest OS and send keys. Then select Ctrs+Alt+Delete.

@ opP-wos

DP-WO08
& Open console in new window
&£ Open console in new tab

% Reset to native resolution

P Power
@ GuestOS
» Snapshots
= Send keys & Console
i 8 Install VMware Tools i Avtostart

%% Escape

&4 F1

we F2 % Edit settings
5 F

wy F3 &, Permissions
5 F4

0l # Editnotes
@4 F&

Now you have created and install the operating system to the virtual machine. But still there are
some configurations to do. You still don’t have internet connection to the VM. Also the VM is
not configured for Remote Desktop connection. (RDP)
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Assigning the static IP address

Go to Control Panel - Network and Sharing Center

[EZ) All Control Panel ltems

€

> v 4 [ ControlPanel » All Control Panel ltems >

Adjust your computer’s settings

@ Fod sy El

File History

AutoPlay “h&

Default Programs -

Backup and Restore

(Windows 7) Color Management

4 =

Device Manager Devices and Printers

Fonts Indexing Options

Mouse

Network and Sharing
Center

Phone and Modem

Speech Recognition

Troubleshooting

Work Folders

A

Recovery e
%

@

RemoteApp and Desktop
Connections

F &P

Region

Storage Spaces Sync Center

User Accounts Windows Defender

Ly

Click on ‘Change adapter settings’

ra

v G Search Control Panel

Viewby: Largeicons ¥

@i] Credential Manager Date and Time

@ Ease of Access Center File Explorer Options

Internet Options <. Keyboard

\@ Power Options

’r Security and Maintenance 9 Sound

P! Programs and Features

System = | Taskbar and Navigation

@ Windows Mobility Center Windows Tools

> v :..: » Control Panel » All Control Panel ltems » MNetwork and Sharing Center

Control Panel Home

Change adapter settings

/

Change advanced sharing
settings

Media streaming options
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Wiew your basic network information and set up connections

WView your active networks

Dialog 4G 943
Public network

Change your networking settings

Access type: Internet
Connections: i) Wi-Fi (Dialog 4G 943)

‘E- Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network preblems, or get troubleshooting infermaticn.



Right click on Ethernet adapter and then properties.

Diagnose this connection Rename this connection Change
= | Ethernet ‘ = | Ethernet2
%g Metwork cahle nAnlunned ’Lg Frahled
% @7 Realtek PC #) Disable tualBox H
Diagnose

®y EBridge Connections

Create Shortcut

m

¢ &

Rename

Properties
s Prope

Select Internet Protocol version 4. (TCP/IPv4)

[,_'3,] Ethernet Properties

Metworking  Sharing

Connect using:
I? Realtek PCle GbE Family Controller

This connection uses the following tems:

I?Diem for Microsoft Networks

’:]? File and Printer Sharing for Microsoft Metworks
’:]?‘l.ﬁrtualﬂm MDIS6 Bridged Metworking Driver
Q05 Packet Scheduler

3 Bridge Driver

R Intemet Protocol Version 4 (TCP/IPv4)
O 2 Microsoft Metwork Adapter Multiplexor Protocol

Install.. Uninstall Properties
Description

Transmigsion Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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Then click properties.

Select ‘Use the following IP address’

Internet Protocol Version 4 (TCP/IPvd) Properties b4
General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
| © Use the following IP address: |

IF address: | . . . |

Subnet mask: | . . . |

Default gateway: | . . . |

Obtain DNS server address automatically

D Use the following DNS server addresses:

Preferred DMS server: | . . . |

Alternate DNS server: | . . . |

[TIvalidate settings upon exit Advanced...

Set the values as follows.

IP address : The unique IP address you selected for the new machine. (Ex : 192.168.4.219)
Subnet mask : 255.255.255.0

Default gateway : 192.168.4.253

Preferred DNS server : 8.8.8.8
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Internet Protocol Version 4 (TCP/IPv4) Properties X
General

‘You can get IP settings assigned automatically if your network suppaorts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Unique to the machine
() Obtain an IF address automatically

0 Use the following IP address:

IP address: | 192.168. 4 .219 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168. 4 .253 |

Obtain DMS server address automatically

0 Use the following DNS server addresses:

Preferred DMS server: | 8 .8 .8 .8 |

Alternate DNS server: | . . . |

[ validate settings upan exit Advarnced...

4.
/7 s1vioBITEL

The Connection



Allow RDP connection through firewall

Right click on windows button and select system.

4~ E 5 Control Panel > Systema

Control Panel Home

View basi

Programs and Features Windows ed
Power Options Window

220161
Event Viewer
System System
Device Manager Processe

Installed
MNetwork Connections

System t
Disk Management Pen and
Computer Management Computern

C t
Command Prompt ompy

Full com
Command Prompt (Admin) Comput

Workgro
Task Manager

Windows ac

Control Panel

Window

File Explorer

Product

Search

Run

Shut down or sign out

Desktop
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Then select Remote settings

I8

System
A4 B 5 Control Panel » System and Security > System

Control Panel Home . . .
View basic information about your computer

Computer name, domain, and workgroup settings
Computer name: wvml
Full computer name: wml
Computer description:
Workgroup: WORKGROUP

Windows activation
Product ID: 00376-40000-00000-AA347

See also

Security and Maintenance

% Device Manager Windows edition
Windows Server 2016 Dotacenter
& Advanced system settings © 2016 Microsoft Corporation. Al rights reserved.
System
Processor: Intel(R) Xeon(R) Platinum 8370C CPU @ 2.80GHz 2.79 GHz
Installed memory (RAM):  14.0GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Windows is not activated. Read the Microsoft Software License Terms

v O Search Control Panel yel

.=_Windows Server 2016

&) Change settings

G Activate Windows

Change the settings to Allow remote connections to this computer. Then click OK.

System Properties

Remote Assistance

Remote Desktop

Help me choose
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Computer Name Hardware Advanced Remote

Allow Remate Assistance connections to this computer

Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
(®) Allow remate connections to this computer

Allow connections only from computers running Remote
Desktop with Metwork Level Authertication recommended)

Select Users.



Add a NAT rule to allow Remote connections through pfsense

Log into pfsense using the link provided in the server credentials document.

Go to Firewall > NAT

2\ Not secure
Plisense e inte S—
COMMUNITY EDITION
Aliases
Status / Dashboard NAT
Rules
System Information Schedules m Netgate Services And Support
Name pfSense.home.arpa Traffic Shaper Contract type  Community Support
User admin@124.43.71.43 (Local 0 Virtual IPs Communi rt Onl

System VMware Virtual Machine

Netgate Device |D: 4289bb5eec33950e36b0 NETGATE AND pfSense COMMUNITY SUPP

BIOS Vendor: Phoenix Technologies LTD

Then all the NAT rules will be appeared.

Since we have created a windows VM, we should add a rule to access via Remote Desktop
Protocol. (RDP) We can take a copy from the previously configured rule.

c A\ Not secure  220.247.224.226:5005 /firewall_natphp

ﬁsense System Interfaces ~ Firewall ~

COMMUNITY EDITION

Status ~ Diagnostics v Help ~

Firewall / NAT / Port Forward e

Port Forward 1:1 Outbound NPt

[m] Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NATIP NAT Ports Description Actions

O « >3 WAN TCP * * WAN address 9900 192.168.4.233 22 (SSH) DP-C07-9900-22-SSH j.ﬁ

[0 « 23 WAN TCP * * WAN address 9901 192.168.4.233 80 (HTTP) DP-C07-80-9901-HTTP ?’ﬁ

O « 38 WAN TCP * * WAN address 9902 192.168.4.233 8081 DP-C07-8081-9902-HTTP L@‘ﬁ

0 « 33 WAN TCP * * WAN address 9903 192.168.4233 27017 DP-C07-27017-9903-mongo p‘iﬁ

O « 34 WAN TCP a & WAN address 9800 192.168.4.234 22(SSH) DP-C06-SSH-22-9800 f‘iﬁ

0 « 23 WAN TCP * * WAN address 9660 192.168.4.218 22 (SSH) DP-U13-55H-22-9660 f‘i].j

O « >3 WAN TCP & & WAN address 9661 192.168.4.218 5000 DP-U13-HTTP-5000 j.ﬁ .

[0 & >3 WAN TCP * * WAN address 9150 192.168.4.226 22 (SSH) DP-U06-5SH-22-9150 _&'ﬁ Clle tO copy
O « 38 WAN TCP * * WAN address 8420 192.168.4.219 22 (SSH) DP-U14-SSH-22-8420 f‘ﬁ

yTCP * * WAM address 8421 192.168.4.219| 3389 (MSRDP) |DP-U14-MS RDP-3380-8421

5 /firewall_nat edit.php?dup=0
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Now you should assign a port number to access the VM via the pfsense firewall. Carefully select
an appropriate port number that has not been used before. (Ex : 9900)

Then set that port number and IP address of your newly created VM to relevant fields in the rule
as follows.

c A Notsecure  220.247.

Edit Redirect Entry

Disabled O Disable this rule

No RDR (NOT) ) Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this without thorough knowledge of the implications

Interface WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified

Address Family IPvd v
Select the Internet Protocol version this rule applies to. PORT
number
v

Protocol TCP

Choose which protecol this rule should match. In most cases "TCP" is spécified

sowee (= IP address of

the machine,

Destination [ Invert match. WAN address ¥
Type Address/mask
Destination port range Other v 9900 Other v 9900
From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'to field may be left empty if onlymapping a single port.

Single host ~ |192.‘\684233 l
Type Address

Redirect target IP

Then select the Redirect target port to ‘MS RDP’. If you are adding a rule to Linux VM, then this
should be SSH.

¢ A\ Notsecure 2

Specify the port or port range for the destination of the packet for this mapping. The 'to field may be left empty if only mapping a single port.
~ 192.168.4.233

Redirect target IP Single host
Type Address

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4
In case of IPv6 addresses, in must be from the same "scope”,
i.e. it is not possible to redirect from link-local addresses scope (feB0:#) to local scope (::1)

| ssH v

Port Custom

Redirect target port

Specify the port on the machine with the IP address entered above. In case of a p
calculated automatically)
This is usually identical to the "From port" above.

range, specify the beginning port of the range (the end port will be

Description DP-C07-9900-22-SSH

Change to MS RDP from the list

A description may be entered here for administrative reference (not parsed).

No XMLRPC Sync [ Do not automatically sync to other CARP members

This prevents the rule on Master frem automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave,

NAT reflection Use system default hd

Filter rule association Add associated filter rule h

The "pass” selection does not work properly with Multi-WAN. It will only work on an interface containing the default gateway.
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Then change the description appropriately. Since you have created and added a RDP rule to a
windows machine, set the description like DP-W01-3389-MS RDP.

Then click save and Apply changes.

c £\ Notsecure  220.247.2:

Specify the port or port range for the destination of the packet for this mapping. The ‘to field may be left empty if only mapping a single port.

Redirect target IP Single host v 192.168.4.233

Type Address

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4
In case of IPv6 addresses, in must be from the same "scope’,
i.e. it is not possible to redirect from link-local addresses scope (fe80:*) to local scope (::1)

Redirect target port SSH h

Port Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically)
This is usually identical to the "From port" above.

Description DP-C07-9900-22-SSH

A description may be entered here for administrative reference (not parsed).

No XMLRPC Sync [J Do not automatically sync to other CARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave,

NAT reflection Use system default e

Filter rule association Add associated filter rule v

The "pass” selection does not work properly with Multi-WAN. It will only work on an interface containing the default gateway.

Bl Save

Firewall / NAT / Port Forward @

The NAT configuration has been changed

The changes must be applied for them to take effect.

Port Forward 11 Outbound NPt
O Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NATIP NAT Ports Description Actions
O « 2 WAN TCP * * WAN address 9900 102.168.4.233 22 (SSH) DP-C07-9000-22-85H SO0m
0 « & WAN TCP * B WAN address 9900 192.168.4.233 22 (SSH) DP-C07-9900-22-SSH S0

Now you have successfully created a windows VM and configured a rule to access via RDP.
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